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Hearing Officer’s Decison

Name of Case: Personnd Security Hearing
Date of Fling: July 20, 2006

Case Number: TS0-0415

This Decison concerns the digibility of XXXXXXXXXXXXXX. (hereinafter referred to as “the
individud”) to hold an access authorization 1/ under the regulations set forthat 10 C.F.R. Part 710, entitled
“Criteria and Procedures for Determining Bligibility for Accessto Classfied Matter or Special Nuclear
Materia.” Theindividud’ saccess authorizationwas suspended by alocal DOE security office. Asset forth
below, it is my decision, based on the evidence and testimony presented in this proceeding, that the
individua’ s access authorization should not be restored.

|. Background

Theindividua isemployed at a Department of Energy (DOE) facility where his work requireshimto have
anaccessauthorization. During abackground investigetion, thelocal DOE security office discovered some
derogatory information that created a security concern. DOE asked the individua to participate in a
Personnel Security Interview (PSl) inorder toresolvethe information. The PSl did not resolve the security
concerns. Consequently, in April 2006, DOE suspended the individud’ s access authorization.

The locad DOE security office issued a Natification Letter to the individud on April 21, 2006. The
Notification L etter dlegesunder 10 C.F.R. § 710.8 (f) that the individua has* ddliberately misrepresented,
faddfied, or omitted sgnificant information from a Personne Security Questionnaire or a Questionnairefor
Sengtive Positions, Personnel Qudlifications Statement, a Personnel Security Interview, written or ordl
satements made in response to an officia inquiry on a matter that isrelevant to a determination regarding
eigibility for DOE access authorization. . . .” 10 C.F.R. § 710.8 (f) (hereinafter referred to as Criterion
F). Inthe Natification Letter, DOE dso explained that the individua’ sillegd use of drugs while holdinga
DOE access authorizationrai sed concerns under the security regulations codified at 10 C.F.R. § 710.8 (k)
(hereinafter referred to as Criterion

1 Access authorization is defined as an administrative determination that an individual is eligible for access to
classified matter or is eligible for accessto, or control over, specia nuclear material. 10 C.F.R. § 710.5(a).



K). 2/ Fndly, the Notification Letter aleges that the individua has “engaged in unusud conduct or is
subject to circumstances which tend to show that he is not honest, reliable or trustworthy.” 10 C.F.R. 8§
710.8 (1) (hereinafter referred to as Criterion L).

Because of these security concerns, the case was referred for adminigtrative review. Theindividud filed
arequest for a hearing on the concerns raised inthe Notification Letter. DOE transmitted the individud'’s
hearing request to the Office of Hearings and Appeals (OHA), and the OHA Director appointed me as
the Hearing Officer in this case.

At the hearing, the individud testified on his own behdf. The agency did not cal any witnesses. The
transcript taken at the hearing shdl be hereinafter cited as “Tr.” Documents that were submitted by the
DOE counsel during this proceeding congtitute exhibitsto the hearing transcript and shdl be cited as “EXx.”

[1. Standard of Review

The Hearing Officer’ srole inthis proceeding is to eva uate the evidence presented by the agency and the
individud, and to render adecisonbased on that evidence. See 10 C.F.R. § 710.27(a). 10 C.F.R. Part
710 generdly provides that “[t]he decision as to access authorization is acomprehensive, common-sense
judgment, made after consideration of dl rdevant informetion, favorable and unfavorable, asto whether
the granting or continuation of access authorizationwill not endanger the common defense and security and
isclearly congstent withthe nationd interest. Any doubt asto theindividud’ saccessauthorization digibility
shdl beresolved in favor of national security.” 10 C.F.R. 8 710.7(8). | have consdered the following
factors in rendering this decison: the nature, extent, and seriousness of the conduct; the circumstances
surrounding the conduct; the individua’ s age and maturity at the time of the conduct; the voluntariness of
the individud’ s participation; the absence or presence of rehabilitation or reformation and other pertinent
behaviora changes, the mativation for the conduct, the potentia for pressure, coercion, exploitation, or
duress; the likelihood of continuationor recurrence; and other relevant and materid factors. See 10 C.F.R.
88 710.7(c), 710.27(a). Thediscusson below reflectsmy application of thesefactorsto thetestimony and
exhibits presented by both sidesin this case.

When rdiable information reasonably tends to establish the vdidity and sgnificance of subgtantialy
derogatory information or factsabout anindividud, aquestionis created asto the individud’ s digibility for
an access authorization. 10 C.F.R. 8 710.9(a8). The individua must then resolve that question by
convincing the DOE that retoring his access authorization “would not endanger the common defense and
security and would be dlearly consstent withthe nationd interest.” 10 C.F.R. §710.27(d). Inthe present
cass, theindividua has not convinced me that restoring his security

2/ Criterion K concerns information that a person has “[t]rafficked in, sold, transferred, possessed, used
or experimented with a drug or other substance listed in the Schedule of Controlled Substances established
pursuant to section 202 of the Controlled Substances Act of 1970 (such as marijuana, cocaine, amphetamines,
barbiturates, narcotics, etc.) except as prescribed or administered by a physician licensed to dispense drugs
in the practice of medicine, or as otherwise authorized by Federal law.” 10 C.F.R. 8§ 710.8(k).



clearance would not endanger the common defense and would clearly be in the nationd interest. The
gpecific findings that | make in support of this determination are discussed below.

[I. Findingsof Fact

On May 13, 1998, the individua sgned a DOE Security Acknowledgment certifying that he understood
that any involvement with illegal drugs could result in the loss of his DOE security clearance. During an
OPM background investigationand subsequent PSI in1989, the individua admitted to usng marijuanaon
oneoccasionin 1982. Theindividua stated that he had no intentionof usngillegd drugs inthe futureand
onJune 15, 1989, he sgned a DOE Drug Certification certifying that he would not use or beinvolved with
illegd drugs while inthe possession of a DOE security clearance. Another OPM background investigation
conducted in 2005 aso identified issues regarding the individud’s illegd drug use. This information
prompted a PSI in January 2006 where the individuad admitted to usng marijuana from 1994 to
approximately 2000.

On January 26, 1999, February 27, 2001, July 2, 2001, May 2, 2002, April 3, 2003, March 8, 2004,
March9, 2004 and February 7, 2005, the individud signed and dated Questionnairesfor National Security
Positions (QNSPs) certifying thet in the last seven years he had not illegaly used a controlled substance.
However, during a personnel security interview (PSl) conducted on January 10, 2006, he admitted that
he used marijuana from 1994 through 2000. 3/ The individua aso signed and dated these QNSPs
cartifying that he never illegally used a controlled substance while in possession of a security clearance.
However, during his January 10, 2006 PSI, the individud admitted that he used marijuana from 1994
through 2000, while in the possession of a security clearance. In addition, the individua sgned these
QNSPs (excluding that of January 26, 1999) certifying that in the last seven years he has not been fired
from a job. However, during his January 10, 2006, PSl, he admitted that he was fired from his
employment at alocal plant because he failed a drug test.

V. Analysis

A. Security Concerns Cited Under 10 C.F.R. § 710.8 (f), (k) and (1)

Fase statements or misrepresentations by an individud in the course of an officid inquiry regarding a
determination of digibility for DOE access authorization raise serious issues of honesty, reliability, and
trustworthiness. The DOE security program is based on trust, and when an access authorization holder
breachesthat trugt, it isdifficult to determine to what extent the individua can be trusted again in the future.
See, e.g., Personnel Security Hearing (Case No. VS0-0013), 25 DOE 182,752 at 85,515 (1995)
(affirmed by OSA, 1995); Personnel Security Hearing (Case No. VSO-0281), 27 DOE {82,821 at
85,915 (1999), aff’ d, Personnel Security Review (Case No. VSA-0281), 27 DOE

3/ In his January 10, 2006 PSI, the individual also testified that he had not used marijuana or any other
illegd drug since 1982. However, after being confronted with information in his record, he admitted that he
used marijuana from 1994 to approximately 2000.



1 83,030 (2000) (terminated by OSA, 2000). This security concern applies, however, only to
misstatements thet are “ ddliberate’” and involve “sgnificant” information. 10 C.F.R. § 710.8(f) (Criterion
F). Based on the record before me, | find that the individua deliberately misrepresented significant
information on his QNSP. Consequently, DOE properly invoked Criterion F in this case.

A finding of derogatory information does not, however, end the evaluation of evidence concerning the
individud’ sdligibility for access authorization. See Personnel Security Hearing (Case No. V SO-0244),
27 DOE 1 82,797 (1999) (effirmed by OSA, 1999); Personnel Security Hearing (Case No. V SO-
0154), 26 DOE /82,794 (1997), aff’ d, Personnel Security Review (Case No. VSA-0154), 27 DOE
11 83,008 (1998) (affirmed by OSA, 1998). Casesinvolving verified fasfications or misrepresentations
are nonetheless difficult to resolve because there are nather experts to opine about what condtitutes
rehabilitation fromlying nor security programs to achieve rehabilitation. Therefore, Hearing Officers must
look &t the statements of an individud, the facts surrounding the misrepresentation or false statement and
the individud’ s subsequent history in order to assess whether the individua has rehabilitated himself from
the falsehood and whether restoring the security clearance would pose a threst to national security. See
Personnel Security Hearing (Case No. VS0-0327), 27 DOE 1 82,844 (2000), aff’'d, Personnel
Security Review (Case No. VSA-0327), 28 DOE 1 83, 005 (2000) (affirmed by OSA, 2000);
Personnel SecurityHearing (Case No. VS0-0418), 28 DOE 182,795 (2001). Intheend, asaHearing
Officer, | must exercise my common sense judgment whether the individud’ s access authorizationshould
be restored after considering the applicable factors prescribed in 10 C.F.R. § 710.7(c).

The CriterionK security concerns at issue here are predi cated on statements made by the individud during
aPSI conducted by the DOE in January 2006. Specificdly, the individud told the Personne Security
Specidigt that he used marijuanain 1982 onone occasion, and from 1994 to approximately 2000. Asa
genera matter, use of anillegd drug by an individud holding a security clearance is a source of serious
concern since the ability to safeguard nationd security information is diminished when judgment and
religbility isimpaired, and individudswho useillegd drugs may be susceptible to being coerced or exploited
to reved classfied matters. In addition, the use of illegd drugs raises questions about anindividud’ sability
or willingness to comply with laws, rules and regulations. These concerns are indeed important and have
been recognized by anumber of Hearing Officersinamilar cases. See, e.g., Personnel Security Hearing
(Case No. VSO-0221), 27 DOE {82,792 at 85,762 (1999); Personnel Security Hearing (Case No.
V S0-0200), 27 DOE 182,770 at 85,628 (1998). Ladtly, the Criterion L security concerns at issue here
chiefly ssemfromthe individud’ sviolaionof isDOE Drug Certification. Theindividua aso sgned aDOE
Security Acknowledgment certifying that he understood that any involvement withillegd drugs could result
inthe loss of his security clearance. Both of the thesevidlaions relateto the individud’ shonesty, rdiability
and trustworthiness as well as his ability to safeguard nationd security informetion.

B. Mitigation of Criterion F
The key issue under Criterion F is whether the individua has brought forward sufficient evidence to

demongtrate that he can now be trusted to be congstently honest and truthful withthe DOE. In consdering
this question, | found that the nature of the individua’ s misrepresentations was serious.



Theindividud’slack of candor concerning anareainhislife thet could increase his vulnerability to coercion
or blackmall raisesimportant security concerns. The DOE must rely onindividuaswho are granted access
authorization to be honest and truthful; thisimportant principle underliesthe criterion set forth in 10 C.F.R.
§ 710.8(f). This principle has been consstently recognized by DOE Hearing Officers. See, eg.,
Personnel Security Hearing (Case No. VS0-0281), 27 DOE 82,821 at 85,915 (1999).

During the hearing, the individual was questioned about his fagfications on the various QNSPs he
completed. He tedtified that he answered “No” to a question on an earlier QNSP regarding whether or
not he had used drugs when he should have answered “Yes” Theindividud stated that he should have
answered in the affirmative because he had tried marijuanainthe past. Tr. at 28. He could not offer any
other explanationfor answering“No” onthis QNSP. Theindividud testified that he should have corrected
his answers on subsequent QNSPs, but explained that he smply copied the answers from one QNSP to
the next to “ speed up the process.” Id. at 29. According totheindividud, he*just made copiesand | have
had secretaries at work make a copy and turnit in, | guess, and re-date it.” Id. The individud further
tedtified that he did not smoke marijuana from 1988 to 1993 and asserted that the last time he smoked
marijuanawas sometime in 1999 or 2000, athough he could not recdl the circumstances surrounding his
use. Id. a 33, 36. Again, the individud admitted to providing inaccurate information regarding his drug
use on the various QNSPs he completed over the years, most recently a February 2005 QNSP. He
tedtified that he thought he might lose his clearance if he disclosed his drug use and again stated that he
redly did not teake thetimeto read hisQNSPs. Tr. at 42.

Theindividud further tedtified that he isan honest person and that his family and co-workers know about
hisdruguse. 1d. a 47. Neverthdess, theindividua till could not offer an explanation for why he did not
answer his QN SPs truthfully, “I just don’t understand why | didn’t doit, but | just didn’t and | wishl would
have because now I’'mthinking . . . everybody knowsabouit it. . . . Just going through real quick, just trying
to put it out of my mind completely and forget about it and go on like it never happened.” Id. at 56. The
individud further tedtified thet he could not be blackmailed or coerced with the information regarding his
druguse. Id. a 58. Findly, whenquestioned about his futureintentions regarding completing QN SPs, the
individud testified that he will read the QNSPs and answer the questions honestly.  1d. at 59.

The individud aso testified about his falsfication regarding his being fired from a job because hefaled a
drug test. According to theindividud, hisjob steward told him he had a* non-negative’ drug sample and
gave him the option of disputing the result and retesting. Tr. a 15. The individud stated that he had only
been working on this job for four days and he decided to “drag up [quit] and leave” He tedtified to the
following, “in the busness I'min and union, if you drag ajob up, you just drag up and you go to another
job. Or you are laid off or reduction in force , or whatever reason, you just go to another union hal and
get areferrd and go to work somewheredse. | didn't know what they would have done, but | didn't give
them a chance or | didn't give mysdf a chance to go any further with it. | just left.” Id. at 16. The
individud testified that he did not know whether the drug test was accurate or not, but admits that he
probably smoked marijuana prior to hisemployment at thisjob. Id. Theindividud testified that he did not
fed any of the questions regarding firing on the



QNSP, (i.e., hasany of the following happened to you in the past seven years: fired from ajob, quit ajob
after being told you are fired or It the job by mutud agreement following alegations of misconduct)
applied to him. However, he did not explain why he admitted in his January 2006 PSl that he wasfired
from this employment because of afalled drug test.

In anumber of decisons, DOE Hearing Officers have considered the implications of fasfications. The
factors consdered in these cases include the fallowing: whether the individua came forward voluntarily to
admit hisfasfications, compare Personnel Security Hearing (Case No. V SO-0037), 25 DOE 182,778
(1995), affirmed (OSA, 1996) (voluntarydisclosureby the individud), with Personnel Security Hearing
(Case No. VS0-0327), 28 DOE 1] 83,005 (2000), affirmed (OSA, 2000) (fasfication discovered by
DOE security); the length of time the fal sshood was maintained; whether a pattern of fasficationis evident;
and the amount of time that has transpired since the individud’s admission. See Personnel Security
Hearing (Case No. VS0-0327) (2000), affirmed (OSA, 2000) (less than a year of truthfulness
insufficient to overcome long history of fagfication). See also Personnel Security Hearing (Case No.
VS0-0289), 27 DOE { 82,823 (1999) (19 months dnce lagt fadfication not sufficient evidence of
reformation from fasfying by denying drug use); Personnel Security Hearing (Case No. VSO-0319),
27 DOE 1 82,851 (2000), affirmed (OSA, 2000).

After congdering dl the evidence before me, | find the individua hasfalled to mitigate the security concerns
arisng from his omissions about his marijuana use and his previous employment Stuation. Although the
individud testified that he now understands the importance of being completely honest in his responses,
| find his explanation for his omissions to be unpersuasive. Fird, the individua’ s willingness to conceal
information fromthe DOE inorder to avoid adverse consequencesisanaction that is Smply unacceptable
among access authorizationholders. See Personnel SecurityHearing (Case No. VS0-0013), 25 DOE
182,752 (1995), affirmed (OSA, 1995). In addition, the individual did not come forward to report his
omissons on hisown valition. Theindividua admitted to his marijuana use and the fact that he was fired
fromajob because of afailed drug test during the course of a January 2006 PSl. If the individua had not
been interviewed at that time, there is no indication in the record that the individua would have come
forward voluntarily to correct hisfagfications. Second, the individua maintained his fasfication from at
least 1999 through 2005. Third, the individud’s fadfications are recent. Fourth, the individua
acknowledged during the hearing that heintentionally did not disclose his drug use because he knew might
lose his security clearance.  Fifth, during the period that the individua maintained the fasehood, the
individual was vulnerable to blackmail, pressure or coercion.  Sixth, & the time of his fagfications, the
individud was anmature adult. For dl the foregoing reasons, | find that the individua hasfailed to mitigate
the security concerns raised by Criterion F.

C. Mitigation of Criterion K

During the hearing, the individud tedtified that he had not used marijuana since 1999 or 2000. Although
he isan active member of hischurch and has submitted numerous character referencelettersfrommembers
of hisfamily, church and community, | amnot convinced that the individua has not used illega drugs since
2000. Based onthetegtimony during the hearing, it isunclear whether theindividud’ s character references
knew about his drug use and other informetion he



fdgfied on his QNSPs. These persons were not available at the hearing and therefore there was no
opportunity to questionthem concerning the individua’ scurrent situation. Most importantly, 1 did not find
that the individua provided credible assurances that he will not use drugs in the future. In the end, the
individua has not provided compelling testimonia evidence that leads me to conclude that his past use of
illegdl drugsisunlikely to recur. Accordingly, after carefully weighing dl the evidence, both favorable and
unfavorable, | find that the individua has not provided sufficient compelling evidence to mitigate the
Criterion K concerns at issue.

D. Mitigation of Criterion L Concerns

To support itsCriterionL dlegations, the DOE dlegesinthe Natification L etter that: (1) onMay 13, 1998,
the individuad sgned a DOE Security Acknowledgment certifying that he understood that any involvement
with illegd drugs could result in the loss of his DOE security clearance, and (2) on June 15, 1989, the
individud signed a DOE Drug Certification certifying that he would not use or be involved with illegd drugs
while in the possession of a DOE security clearance. Despite the acknowledgment and the certification,
the individua used marijuanafrom 1994 to 2000, while in the possession of a DOE security clearance.
These Criterion L concerns raise serious questions about the individud’'s honesty, reliability and
trustworthiness. During the course of the hearing, theindividua could not offer any reasonable explanaion
as to why he violated his DOE Security Acknowledgment and DOE Drug Cettification. In addition, based
onhistesimony, | do not believe the individua fully comprehends the importance the DOE places on his
honesty and his ability to keep his promises with the DOE. | find, therefore, that the individua has not
mitigated the Criterion L security concerns.

V. Conclusion

Asexplained in this Decision, | find that the DOE properly invoked 10 C.F.R. § 710.8(f), (k) and (I). |
find that the individud has not presented adequate mitigating factors thet dleviate the legitimate security
concerns under Criteria F, K and L. In view of the record before me, | find that the individud has not
demongrated that restoring his access authorization would not endanger the common defense and would
be consggtent withthe nationd interest. Accordingly, | find that theindividud’ s accessauthorization should
not be restored. The individud may seek review of this Decisonby an Appeal Panel under the regulations
set forth at 10 C.F.R. § 710.28.

Kimberly Jenkins-Chapman
Hearing Officer
Office of Hearings and Appeds

Date: June 28, 2007



